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Promise of Artificial Intelligence/Machine 
Learning in Health Care



AI/ML Fails in the Field

“At a given risk score, Black patients are considerably sicker than 
White patients, as evidenced by signs of uncontrolled illnesses. 
Remedying this disparity would increase the percentage of Black 
patients receiving additional help from 17.7% to 46.5%. The bias arises 
because the algorithm predicts health care costs rather than illness…”



“Wild West” of Algorithms



Regulatory Landscape Changing Rapidly



Local Government Taking Action



• Total 6 models
• Sepsis
• Early Warning Score
• First Admission
• Readmission
• Falls
• Pressure Injury

“Our House” circa 2018
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“Our House” Today

• Over 40 registered 
tools

© 2023 Duke University School of Medicine. All rights reserved.



Complex Environment

EHR 
“based” 
Models

External 
Vendors

User & 
Depart.

Generated Internal 
Data 

Science

Clinical Workflow

• Different skills
• Different knowledge 

bases
• Different resources 

available
• Different make up of 

project teams
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Internal 
Development
• DIHI
• AI Health/Crucible
• Clinical Depts
• Duke Campus

Duke Incubated
• MedBlue
• Kelahealth
• Pattern Health

AI Vendors
• Epic
• Clarify
• Jvion

Medical 
Literature

Sources of Models

‘EHR’ Suite

• Epic
• GE CareHub
• Visage
• Custom Apps

Admin 
'Suite’

• Excel
• Tableau
• Salesforce
• Chatbots

Deployment Mechanisms Target Audience

Clinicians

Clinical 
Operations

Leaders

Pop Health

Complex Environment
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The Formation of the ABCDS Oversight Committee

In recognition of this changing landscape the Duke Health 
Chancellor and the Dean of the School of Medicine charged 
Duke Health leadership to form an oversight framework.
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Mission Statement
Out of our primary focus on patient safety and high-quality care, our mission 
is to guide algorithm-based clinical decision support (ABCDS) tools through 
their lifecycle by providing governance, evaluation, and monitoring.
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ABCDS Lifecycle & Our Framework

Model 
Development

Silent 
Evaluation

Effectiveness 
Evaluation

General 
Deployment

What are the clinical outcome and performance metrics? 

How has the model been evaluated?

Who is the Clinical Owner?

Who will cover maintenance costs in production?

Will this ABCDS tool be used outside of Duke Health? 

Is this a standard of care model?

How will the model be used in the clinic and how is it 
integrated with the workflow?

…

‘Just-in-time’ Check-Points (Gates) Help Model Owners Get Ready for What’s Ahead

G0 G1 G2

Gm
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Implementing Quality & Ethics with Our Framework

Regulatory Compliance

Transparency & Accountability
Impact & Safety

Usability & Adoption

Fairness & Equity

Ethics By Design and Ethics of Use Approaches for Artificial Intelligence, 2021
NIST AI Risk Management Framework (1.0), 2023



People



People: ABCDS Oversight Committee

A Parrish

ABCDS Oversight 
Committee

ABCDS Regulatory 
Subcommittee

ABCDS Evaluation 
Subcommittee

ABCDS Implementation and 
Monitoring 

Subcommittee

Co-Chairs: 

Co-Chairs: Co-Chairs: Co-Chairs: 

Additional Committee Members:Director: 

C O’BrienA BedoyaB Goldstein E JelovsekS Elengold S Ellison

N EconomouE PoonM Pencina M CaryS Balu M Lipkin K Lytle

Ops Team:

S Bessias N Walden



Process



Scope of ABCDS Oversight Framework

High Risk: Data-Derived

Medium Risk (e.g. Local Clinical Consensus)

Low Risk: Standard of Care

ABCDS Tool = Algorithm(s) + Interface Algorithms Are Presented In

All electronic algorithms that 
could impact patient care at 
Duke Health fall within the 
scope of the ABCDS Oversight 
Committee and must undergo 
registration
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The ABCDS Registration Form

Information Requested
Consent to publish
Purpose
Contact Information
Model Information
Use Case Information
Regulatory Information 
 (ONLY Standard of Care – Literature, 

society material)
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* Clinical consensus-based models submit their review 
material during the registration process; these models 
will typically not require a full checkpoint review.

What to Expect: ABCDS Checkpoint Review

Outcomes
• Approval
• Approval w/ Contingencies 
• Re-review
• Denial

Pre-Registration
Triage

Preview Letter
Review Meeting w/ Committee (Optional) 

Registration

Full Review (Asynchronous)

Outcome 
Outcome Letter
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Full Checkpoint Review

Model 
Development

Silent 
Evaluation

Effectiveness 
Evaluation

General 
Deployment

G0 G1 G2

Gm

Checkpoint 
Review

Checkpoint 
Review

Registration Registration

Checkpoint 
Review

Registration

Checkpoint 
Review

Registration
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Implementing Quality & Ethics with Our 
Framework

Evaluation 
Criteria

Submission
Material

Quality & Ethical 
Principles

Policies, 
Regulations etc.

Committee  
Approval

Development 
Teams

Regulatory Compliance

Transparency & Accountability
Impact & Safety

Usability & Adoption

Fairness & Equity
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Sample evaluation criteria supporting the principle of clinical impact & safety at 
the G0 Checkpoint evaluation between pilot implementation and general 
deployment

Implementing Quality & Ethics with Our 
Framework

Principle Criteria Submission Materials
Clinical Impact & Safety The ABCDS software, in comparison to current 

state, stands to improve clinical care.
 Evidence that the tool has potential to impact clinical 

outcomes or processes
 List of key impact metrics (clinical outcomes and/or process 

improvement) with definitions, following TRIPOD guidelines5

 List of core performance metrics (e.g. sensitivity, PPV, etc.) 
and results from development

 Calibration curves, threshold selections and justification if 
applicable

Plans for Silent Evaluation will inform the 
decision to proceed with pilot implementation 
in clinic.

Silent Evaluation Plan, including: 
 Summary of benefits you expect to demonstrate and criteria 

to proceed into Effectiveness Evaluation
 Study design, including in/exclusion criteria, timeframe and 

sample size considerations
 Core performance metrics with shell tables
 Data analysis plan
 Data quality evaluation plan

Regulatory Compliance

Transparency & Accountability

Impact & Safety

Usability & Adoption

Fairness & Equity
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ABCDS Oversight Full Review

Bedoya, A. D., et al. (2022). "A framework for the oversight and local deployment of safe and 
high-quality prediction models." Journal of the American Medical Informatics Association. 
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Scope of ABCDS Oversight Framework

High Risk: Data-Derived

Medium Risk (e.g. Local Clinical Consensus)

Low Risk: Standard of Care
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Model 
Development

Silent 
Evaluation

Effectiveness 
Evaluation

General 
Deployment

G0 G1 G2

Gm

FT0 FT1

FTm

Model 
Development

Model Build & 
Qualification

General 
Deployment

Full Review

Fast-Track Review
Upon registration:
*Clinical Validation
*Technical Specification Document

Registration 
& Review

Registration 
& Review

Registration 
& Review

Fast-Track Checkpoint Review



Fast-Track Evaluation – Alignment without 
Guidelines

Software as a Medical Device (SAMD): Clinical 
Evaluation, FDA Guidance, 2017
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Regulatory Considerations



Risk-Based Approach for Regulation of 
Software Functions

Do not meet the 
definition of a 

medical device

May meet the 
definition of a 

medical device but 
are lower risk

Meet the definition of 
a medical device and 

are higher risk

Not Medical Devices

“Enforcement Discretion”

Medical 
Device

Focus of 
Regulatory 
Oversight
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Medical Device
The Food, Drug, and Cosmetic Act (FD&C) defines a medical 
device as:
• An instrument, apparatus, implement, machine, contrivance, 

implant, in vitro reagent or other similar or related article or 
component part or accessory which:

• Is intended for use in the diagnosis of disease or other conditions, or 
in the cure, mitigation, treatment, or prevention of disease or

• Is intended to affect the structure or any function of the body; and
• Does not achieve any of its primary intended purposes through 

chemical action within or on the body of man and is not dependent 
upon being metabolized for the achievement of any of its primary 
intended purposes
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Software functions that could be used in a healthcare environment, in 
clinical care or patient management, but do not meet the definition of a 

medical device.

FD&C Act does not apply;

Not regulated by the FDA!

Examples: general purpose products, data transfer/storage only,
some clinical decision support, some general wellness products 

Software functions that are NOT medical devices
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General Wellness Software
• Not a Medical Device: Software intended to maintain or 

encourage general state of health
• Weight management, stress, fitness, mental acuity, sleep, self 

esteem, etc.

• Enforcement Discretion: Intended use relates the role of 
healthy lifestyle with helping to reduce the risk or impact of 
certain chronic diseases or conditions 

• Help living well with or reduce the risk of heart disease, high blood 
pressure, type 2 diabetes, anxiety, etc.
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Risk-Based Approach for Regulation of 
Software Functions

Do not meet the 
definition of a 

medical device

May meet the 
definition of a 

medical device but 
are lower risk

Meet the definition of 
a medical device and 

are higher risk

Not Medical Devices

“Enforcement Discretion”

Medical 
Device

Focus of 
Regulatory 
Oversight
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Software functions that may meet the definition of a medical 
device for which the FDA intends to exercise ‘enforcement 

discretion’

Under FDA jurisdiction, but “FDA intends not to pursue enforcement action for 
violations of the FD&C Act”.

Examples: some general wellness products, apps that coach/prompt, medical calculators

Enforcement Discretion
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Risk-Based Approach for Regulation of 
Software Functions

Do not meet the 
definition of a 

medical device

May meet the 
definition of a 

medical device but 
are lower risk

Meet the definition of 
a medical device and 

are higher risk

Not Medical Devices

“Enforcement Discretion”

Medical 
Device

Focus of 
Regulatory 
Oversight
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Software that meets the definition of a medical device and either 
is intended: 

• to be used as an accessory to a regulated medical device; or

• to transform a mobile platform into a regulated medical device.

Software Functions that are the Focus of 
FDA Regulatory Oversight

FD&C Act will be enforced;
FDA will regulate this software 

function.
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FDA Final Guidance 2022

For a software function to be Non-Device CDS, it must meet all the following 
four criteria to be excluded from the device definition under section 520(o) of 
the FD&C Act. 

1 Not intended to acquire, process, or analyze a medical image or 
a signal from an in vitro diagnostic device or a pattern or signal 
from a signal acquisition system 

2 Intended for the purpose of displaying, analyzing, or printing 
medical information about a patient or other medical 
information 

3 Intended for the purpose of supporting or providing 
recommendations to an HCP about prevention, diagnosis, or 
treatment of a disease or condition 

4 Intended for the purpose of enabling an HCP to independently 
review the basis for the recommendations that such software 
presents so that it is not the intent that the HCP rely primarily on 
any of such recommendations to make a clinical diagnosis or 
treatment decision regarding an individual patient 



https://www.fda.gov/medical-devices/software-medical-device-samd/your-clinical-decision-support-software-it-medical-device



Criterion 3: Automation Bias and Time Criticality
• Propensity of humans to over-rely on a 

suggestion from an automated system. 
• Can result in errors of commission/omission. 
• May be more likely to occur if software 

provides a user with a single, specific 
output/solution compared to a list of options 
or complete information to consider. 

• Automation bias increases in time critical 
situations as the user may not have 
adequate time to consider other 
information. 



Criterion 4: Independent Review
• Provides background information in plain 

language on the inputs, algorithm 
logic/methods, datasets, validation, and 
patient information (detailed list in 
guidance) 

• Expected regardless of software complexity 
and proprietary nature

• Recommends considering usability testing

Note: References time criticality again highlighting that FDA 
does not consider software functions supporting a critical time 
sensitive task/decision to meet this criterion as HCP is unlikely 
to have sufficient time to do independent review. 



Tools for Engaging FDA

• FDA Digital Health Inbox
• FDA Digital Health Policy Navigator 

https://www.fda.gov/medical-devices/digital-health-center-
excellence/digital-health-policy-navigator

• Q-Submission

https://www.fda.gov/medical-devices/digital-health-center-excellence/digital-health-policy-navigator


Impacting How We Deliver Patient Care

Accountability

Efficiency

Compliance

Equity and 
Fairness

Quality

Compliance

Transparency

Business
Continuity

Scalability
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Lessons Learned
• Successful AI Governance is a Team Sport

• Lots of skillsets, perspectives and languages to 
bring together

• Culture Shift is Hard
• Governance’s role as Coaches and Facilitators (not

Punisher) 
• Show Teams how to succeed by addressing gaps 

in their knowledge, skillsets, and/or bandwidth
• There is no such thing as over-communication in 

a complex system
• Benefits of Centralized Governance

• Transparency of Process & Expectations
• Institutional Visibility into all the ‘skeletons in the 

closet’
• Conscious Decision (thus far) Not to Regulate 

Who Gets to Build AI Models 
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Future Directions

• Translating FDA guidance to practice 
• Imaging
• Centralized Model Monitoring



Learn More...
https://aihealth.duke.edu/algorithm-based-clinical-decision-support-abcds/

Bedoya, A. D., et al. (2022). "A framework for the oversight and local deployment of safe and 
high-quality prediction models." Journal of the American Medical Informatics Association. 

Contact us at abcds@duke.edu

Questions & Feedback

https://aihealth.duke.edu/algorithm-based-clinical-decision-support-abcds/
mailto:abcds@duke.edu


https://www.coalitionforhealthai.org/

BLUEPRINT FOR 
TRUSTWORTHY AI 
IMPLEMENTATION GUIDANCE 
AND ASSURANCE FOR 
HEALTHCARE
COALITION FOR HEALTH AI
APRIL 04, 2023

https://www.coalitionforhealthai.org/


Thank you
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